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Abstract of the contribution: It is unclear what an application layer ID is, the paper defines that a UE may have one or many and privacy aspects need to be considered.
1. Discussion

The term application layer ID occurs once in TS 23.285 in an example and only really occurs in the description of unicast for PC5 in TS 23.287.  The term has no definition and it is unclear what the term is used for, how it is assigned and is it subject to privacy constraints.

In the context of this paper the term application layer ID is assumed to, in simplistic terms, identify the end V2X device e.g. car ECU (Electronic control unit), handheld device, RSU etc.  It is separate from subscription related identities (IMSI, MSISDN) and the UE identity (IMEI). Given that e.g. vehicle could have V2X services provided by different tier 1 providers (e.g. different ECUs), it may make sense to allow a car (UE) to have more than one application layer ID.  Thus an application layer ID identifiers either one or a set of V2X services in the UE. The V2X service can provide the application layer ID or the V2X layer can self-assign one if one is not received from the V2X layer.
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Certain jurisdiction have privacy requirements, in that it shall not be possible to track a e.g. car over a period of time.  If a car is involved in unicast communications it has to uniquely identify itself for that communication period.  Thus it should be possible that the car can change its application layer ID over time so that it cannot be tracked.  E.g. a car supports SAE J2945/3 that is requirements weather application(s).  J2945/3 allows the use of IP, thus a car could report road conditions using PC5 unicast to many RSU’s over a period of time.
2. Proposal

Update of TS 23.287 as follows:
* * * * Start of 1st Change * * * * 

5.6.1.4
Identifiers for unicast mode V2X communication over PC5 reference point
For unicast mode of V2X communication over PC5 reference point, the destination Layer-2 ID used depends on the communication peer, which is discovered during the establishment of the unicast link. The initial signalling for the establishment of the unicast link may use a default destination Layer-2 ID associated with the service type (e.g. PSID/ITS-AID) configured for unicast link establishment, as specified in clause 5.1.2.1. During the unicast link establishment procedure, Layer-2 IDs are exchanged, and should be used for future communication between the two UEs, as specified in clause 6.3.3.1.
An Application Layer ID identifiers a V2X application layer that supports one or more V2X Services that wish to participate in unicast communications with another application layer ID. An Application Layer ID is self-assigned by the V2X application layer or is provided by the V2X Service. 
NOTE:
In the situation when the V2X service provides the application layer ID all the V2X services supported by the V2X application layer need to have the same Application Layer ID.

If the UE has an active V2X service that requires privacy support in the current Geographical Area, as identified by configuration described in clause 5.1.2.1, in order to ensure that a source UE (e.g. vehicle) cannot be tracked or identified by any other UEs (e.g. vehicles) beyond a certain short time-period required by the V2X service, the application layer ID must be changed over time and randomized.  If the V2X application layer has self-assigned the application layer ID, the changing of the application layer ID shall be performed by the V2X application layer, else the V2X service shall be responsible for privacy aspects.
NOTE:
It is an implementation issue if a UE has more than one application layer ID.
Editor's note:
It is FFS what format(s) the application layer ID shall be.
Editor's note:
It is FFS if the application layer ID is mapped to the StationID as specified in ETSI TS 102 894-2
Editor's note:
It is FFS if a UE can have multiple application layer ID’s.
The UE needs to maintain a mapping between the application layer identifiers and the source Layer-2 IDs used for the unicast links, as the V2X application layer does not use the Layer-2 IDs. This allows the change of source Layer-2 ID without interrupting the V2X applications.

When application layer identifiers changes, the source Layer-2 ID(s) of the unicast link(s) shall be changed if the link(s) was used for V2X communication with the changed application layer identifiers.

A UE may establish multiple unicast links with a peer UE and use the same or different source Layer-2 IDs for these unicast links.
Editor's note:
Further updates of the identifier description may be required based on RAN WG feedback.
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